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Response to Amendment 

This office action is responsive to Applicant's amendment received on August 1, 
2005. Claims 1-10 are pending. 

Response to Arguments 

Applicant's arguments filed on August 1, 2005 have been fully considered but 
they are not persuasive. 

Applicant argues that "Wasilewski does not disclose a data usage controlling 
apparatus that decrypts the encrypted condition information using the type 2 key and 
includes second updating means for updating the type 1 key in the storage unit in 
accordance with the usage of the read main data and second encrypting means for 
encrypting the new type 2 key using the updated type 1 key and replacing the encrypted 
type 2 key on the recording medium with the encrypted new type 2 key". 

Examiner responds that Wasilewski discloses that MSK (i.e., type 1 key) 
changes/updates in the order of once a day or once a month in SABER 20 to be 
transferred to STU 90 (Col. 10, lines 1-12). Wasilewski also discloses encrypting the 
new type 2 key (i.e., control words that are used in the first level of encryption and are 
changed every few seconds - Col. 8, lines 48-60) using the updated type 1 key (i.e., 
MSK that are updated in the order of once a day or once a month - Col. 1 0, lines 1 -5) 
and replacing the encrypted type 2 key on the recording medium with the encrypted 
new type 2 key (Col. 9, lines 12-67 and Col. 10, lines 13-67). 
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Examiner respectfully maintains the rejection formulated on April 4 th , 2005 as 
follows: 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-6 and 9-10 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Wasilewski et al., (U.S. Patent No. 5,870,474 and Wasilewski hereinafter). 

Regarding claims 1-2 and 9-10, Wasilewski discloses a data usage controlling 
method that 

(1) reads a type 1 key (i.e., MSK) from a storage unit and (a) main data (i.e., 
payload), (b) an encrypted type 2 key produced by encrypting a type 2 key (i.e., random 
number generated keys, referred to hereinafter as control words) using the type 1 key, 
and (c) encrypted condition information produced by encrypting condition information 
using the type 2 key from a recording medium (Col. 8, lines 1-47), 

(2) decrypts the encrypted condition information using the type 2 key (Col. 9, 
lines 47-58), and 

(3) controls usage of the read main data base on the condition information, the 
data usage controlling method comprising the following steps: updating the condition 
information in accordance with usage of the main data (Col. 8, lines 48-60); 
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generating a new type 2 key in accordance with the usage of the main data, and 
encrypting the updated condition information using the new type 2 key and replacing the 
encrypted condition information on the recording medium with the encrypted updated 
condition information (Col. 8, lines 22-60); 

updating the type 1 key in accordance with the usage of the main data (Col. 10, 
lines 1-12); and 

encrypting the new type 2 key using the updated type 1 key and replacing the 
encrypted type 2 key on the recording medium with the encrypted new type 2 key (Col. 
9, lines 12-67 and Col. 10, lines 13-67). 

Regarding claim 3, Wasilewski discloses a data usage controlling apparatus 
further comprising: 

second updating means for updating the condition information in accordance with 
usage of the read main data (Col. 10, lines 1-12); and 

wherein the first encrypting means encrypts the updated condition information 
using the new type 2 key and replaces the encrypted condition information on the 
recording medium with the encrypted updated condition information (Col. 9, lines 12-67 
and Col. 10, lines 13-67). 

Regarding claim 4, Wasilewski discloses a data usage controlling apparatus 
wherein the generating means generates a new type 2 key every time a user makes a 
predetermined number of uses of the main data on the recording medium, and when the 
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generating means has not generated a new type 2 key, the first encrypting means re- 
encrypts the updated condition information using a same type 2 key as was used to 
decrypt the encrypted condition information (Col. 8, lines 7-47 and Col. 10, lines 1-12). 

Regarding claim 5, Wasilewski discloses a data usage controlling apparatus 
wherein the main data in each set on the recording medium has been encrypted using a 
type 3 encryption key, the data usage controlling apparatus further comprising: 

obtaining means for obtaining the type 3 encryption key, and second decrypting 
means for decrypting the read main data using the obtained type 3 encryption key (Col. 
10, lines 13-67 and Col. 11, lines 1-9). 

Regarding claim 6, Wasilewski discloses a data usage controlling apparatus 
wherein the main data in each set on the recording medium has been encrypted using a 
type 3 encryption key that is unique to the data usage controlling apparatus (i.e., public 
key corresponding to STU's private key), the data usage controlling apparatus further 
comprising: 

storing means for storing the type 3 encryption key, and second decrypting 
means for decrypting the read main data using the stored type 3 encryption key (Col. 
10, lines 43-67 and Col. 11, lines 1-9). 



Claim Rejections - 35 USC § 103 
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The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 7-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski et aL, (U.S. Patent No. 5,870,474 and Wasilewski hereinafter), in view of 
Dillon, (U.S. Patent No. 5,659,615). 

Teachings of Wasilewski with respect to claim 2 have been discussed previously. 

Regarding claims 7-8, Wasilewski does not expressly disclose a data usage 
controlling apparatus wherein the updating means updates the type 1 key by performing 
a predetermined calculation on the read type 1 key. 

However, Dillon discloses a data usage controlling apparatus wherein the 
updating means updates the type 1 key by performing a predetermined calculation on 
the read type 1 key (i.e., each key sequence number is one more than its previous key 
sequence number)(Col. 5, lines 15-30). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the data usage controlling system of 
Wasilewski by including wherein the updating means updates the type 1 key by adding 
one to the read type 1 key as disclosed by Dillon. This modification would have been 
obvious because one of ordinary skill in the art would have been motivated by the 
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suggestion of Dillon to provide for the system to change the keys frequently and allow 
only an authorized receiver access to the keys (Dillon, Col. 6, lines 17-30). 



Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Arezoo Sherkat whose telephone number is (571) 272- 
3796. The examiner can normally be reached on 8:00-4:30 Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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Patent Examiner 
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